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Introduc-on(

!  Need(to(protect(the(Cri-cal(Infrastructures(
–  Crea-ng(a(preparedness(and(preven-on(status([COM(2011)(163](

–  Through(detec-on(and(response(mechanisms([COM(2011)(163](

!  Intrusion(Detec-on(Systems((IDS)(

–  Preven-on(solu-ons(

–  Tradi-onally(designed(for(generalPpurpose(networks(

–  Need(to(adapt(their(applica-on(for(CIP(

–  Need(to(provide(them(with(intelligence(and(automa-c(capabili-es(
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Introduc-on(

!  Make(the(IDS(the(first(tool(to(provide(response(in(emergency(situa-ons:(

–  IDS(will(be(capable(of(responding(autonomously(and(intelligently( in(the(presence(

of(failures(and(aTacks((

–  Specially(useful(in(the(CIP(environment(

•  Isolated(scenarios(

•  Legacy(equipment(

•  Con-nuous(threats(

•  Cri-cal(assets(to(society(

!  Systems( based( on( automa-c( methods( will( be( capable( of( performing(

automa-cally,( and( will( serve( as( powerful( tools( of( reac%on,) providing(

methods(of(preven%on)of)cascading)failures,)other(than(only(detec-on(

of(anomalies(and(intrusions(
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Machine(Learning(

!  Machine( Learning:( disciplines( that( design( and( construct(
automa-c(systems(capable(of(learning(from(examples((
–  Predic-on(
–  Leveraging(knowledge(

!  Knowledge(scheme:(
–  Prior) knowledge6based) systems,( fed( with( the( knowledge( and(

experience(of(an(expert((
–  Prior) knowledge) free) systems( based( on( the( knowledge( extracted(

through(an(automa-c((or(semiPautoma-c)(procedure(of(training((

!  Supervision(scheme:(
–  Supervised) learning,) where( the( system( has( knowledge( about( the(

variables(learned((
–  Unsupervised)learning,)where(no(knowledge(is(provided(to(the(system(

when(training(it((
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Machine(Learning(

!  Machine(Learning(–(based(IDS(solu-ons(for(CIP(provide(them(
intelligence(and(automa-on(

!  Each( one( of( the( different( techniques( available( provides(
advantageous( and( disadvantageous( characteris-cs( to( the(
resul-ng(system(

!  Main(techniques:(
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Supervised(techniques( Unsupervised(techniques(
Decision(trees(
Rule(learners(
Bayesian(networks(
Ar-ficial(neural(networks(

Associa-on(rule(learning(
Clustering(
Markov(chains(



Automa-on(

!  Automa%on:) introduc-on( of( automa-c( equipment( or(
processes( within( a( system,( to( assist( or( replace( human(
operators,( mostly( when( the( tasks( involved( are( intensive( in(
computa-ons(or(the(working(condi-ons(are(extreme(

!  In(CIP,(there(are(systems(that(are(usually(deployed(in(distant(
and(isolated(loca-ons,(where(the(automa-on(of(the(tasks(is(
of(paramount(importance(

!  Proven( need( of( making( certain( processes( automa-c,( and(
thus(assis-ng(the(human(operators(in(these(complex(tasks(
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Levels(of(Automa-on(

!  We(define(the(five(levels(of(automa-on(as(a(methodology(to(
determine(the(degree(of(automa-on(of(an(IDS:(
–  Automa%on)of)the)data)collec%on:)collec-on(of(the(raw(data,(capturing(

and(recording(vast(amounts(of(data(involving(measurements,(logs,(etc.(
for(later(processing(and(training((P(Inherently(automa-c)

–  Automa%on) of) the) data) feeding:) preprocessing,( normalizing( and(
preparing(the(raw(data(to(feed(the( inputs(of(the(system.(Difficult(and(
costly(process(–(Usually((semiP)(manually)

–  Automa%on) of) the) learning) process:( steps( of( training,( tuning( and(
valida-on.( The( training( of( the( system( is( usually( automa-c,( but( the(
process(of(tuning(and(valida-on(normally(needs(the(par-cipa-on(of(an(
operator( in( order( to( set( the( system( to( a( correct( func-oning( for( a(
context((

–  Automa%on) of) the) detec%on) process) –( Automa-c( –( but( the( need( to(
tune( the(model( in(a( later( stage(of( the(deployment(of( the(system(can(
impact(nega-vely(the(performance(of(the(system((
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Levels(of(Automa-on(
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–  Automa%on)of)the)reac%on)process:)passive'reac*on'(raising(alarms(or(
logging(off(the(system)(and(ac*ve'reac*on'(react(against(the(anomaly(
or(the(intrusion(in(order(to(avoid(the(system(failure).(–(SemiPautoma-c(
and(highly(dependent(on(the(presence(and(accuracy(of(the(operators((

Background(

Smart Grids [17] based on clustering techniques, for detecting anomalies in the cyber
and the physical levels.

In Table 1 is interesting to observe that current systems implement only passive
methods of reaction, they usually raise warnings to the operators, and they have to
manually perform the inspections, repairs of the systems and help in crisis situations
(e.g. voltage peaks in pylons, high pressures in dams, etc.). The main disadvantage of
non-automatic systems is that help might arrive too late, and the failures of the system
may cascade to other dependent systems, including other interdependent CIs, causing
all kinds of havoc. Thus we find it vital that effective measures are taken, to avoid the
possible social and economical harm derived from a cascading failure. There must be
automatic active reaction processes, maybe based on ML techniques, that are capable
of providing effective countermeasures in the face of any kind of anomaly or attack.

System Method Prior Knowledge Automation TechniqueData Collection Preprocessing Learning Detection Reaction
[9] Sup. Free Auto No Auto Auto Passive Statistics, ML and Rules
[8] Sup. Required N/A N/A N/A N/A N/A Rules

[11] Sup. Free Auto No Auto Auto Passive Statistics
[12] Unsup. Mixed Auto No Auto Auto N/A Pattern Discovery
[13] Sup. Required N/A N/A N/A Auto Passive Rules
[14] Sup. Required Auto N/A N/A Auto Passive Rules, Statistics
[10] Unsup. Free Auto Auto Auto Auto N/A Statistics, ML and Rules
[15] Sup. Required N/A N/A N/A Auto Passive Rules, ML
[16] N/A Required N/A N/A N/A Auto Passive Specifications
[17] Unsup. Free Auto No Auto Auto Passive Clustering

Table 1. Review of several systems according to the automation and knowledge dimensions.

4 Conclusions

In this paper we support the need of implementing automatic and intelligent IDS in the
CIs to create the state of readiness and prevention required by a CI. We defend that
the introduction of ML for IDS can lead to autonomous systems capable of actively re-
sponding against the threats posed to a CI. To study the automation of IDS, we outline a
methodology to evaluate the degree of automation of a given solution and stress the need
of automation at the level of active reaction procedures against failures and intrusions.
We discuss that the application of ML could be very beneficial to create IDS capable of
reacting autonomously to threats. The need of automation has been contrasted with the
current literature, describing the degree of automation of the reviewed solutions, and
exposing the need of providing active reaction methods, intelligent enough to provide
a safe layer of first response for CIs against threats. The methodology for automation
and the revision of ML techniques for IDS in critical scenarios lays the foundations for
future research and establishes the context for the design of IDS solutions that comply
with the identified requirements of automation and intelligence.
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!  Survey(of(the(literature(that(review(the(characteris-cs(of(the(
systems(

!  Classifica-on( of( the( degree( of( automa-on( provided,(
according(to(the(previous(methodology(

Conclusions(and(Future(Work(
!  We( review( the( challenges( present( in( the( area( of( detec-on( and(

reac-on(

!  We( support( the( use( of( Machine( Learning( techniques( for( IDS(
solu-ons(in(Cri-cal(Infrastructures:(
–  status(of(readiness(and(preven-on((

–  ac-ve(and(intelligent(reac-on(against(threats(

!  We(outline(a(methodology(to(evaluate(the(degree(of(automa-on(
of(a(given(solu-on(
–  there(is(a(need(to(provide(automated(reac-on(mechanisms((

!  We(review(the(literature(and(iden-fy(the(needs(of(automa-on(in(
the(current(solu-ons(

!  We( want( to( con-nue( exploring( the( advantages( provided( by(
Machine(Learning,(to(automate(the(IDS(solu-ons(in(CIP(and(build(
preven-on(systems(
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