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Critical Infrastructures
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Supervisory Control and Data 
Acquisition (SCADA)/

Industrial Control System (ICS)



Cyber Attacks against Critical Information Infrastructures
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Risks from Advanced Persistent Threat (APT)
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Stuxnet: an incredible sophisticated 
malware
• exploits 4 Windows zero-day 

vulnerability
• 7 infection methods for spreading to 

new computers
• Windows rootkit for avoiding 

detection
• contact C&C center on the Internet 

for instruction and update
• uses peer-to-peer to propagate, 

even to hosts without direct Internet
• modifies and hides itself on 

Siemens S7 PLC
• …

Source “How Stuxnet Spreads – A study of Infection paths in Best Practice Systems”



Risk analysis

 Understand risks 
 Vulnerability
 Threat
 Impact

 Identify multi-step attacks
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Multi-step attacks



Existing approaches

 Attack graph  Attack tree
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NISTIR 7788  - Security risk analysis  of enterprise 
networks using probabilistic attack graph

Cybersecurity for critical infrastructures: attack and defense modeling



Existing approaches
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 Vulnerability & threat enumeration

Tenable Attack Path Analytics

Data ≠ Information



Vulnerability-centric risk analysis
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• Host-based
• Textual description

Vulnerability Summary for CVE-2006-3448

Overview
Buffer overflow in the Step-by-Step
Interactive Training in Microsoft Windows
2000 SP4, XP SP2 and Professional, and
Server 2003 SP1 allows remote attackers
to execute arbitrary code via a long
Syllabus string in crafted bookmark link
files (cbo, cbl, or .cbm),



Vulnerability Modeling and Chaining
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CVE vulnerability mapping

Vulnerability chaining



Attack Path of Multi-step Attacks
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