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Cyber Attacks against Critical Information Infrastructures

Duqu: Steal Everything

Duqu: Steal Everything

Duqu is a sophisticated Trojan that seems to have been written by the same people who
created the infamous Stuxnet worm. But unlike Stuxnet, whose main purpose was
performing industrial sabotage, Duqu was created to collect intelligence about its targets.
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Risks from Advanced Persistent Threat (APT)

/Stuxnet: an incredible sophisticated )

malware

« exploits 4 Windows zero-day
vulnerability

e 7 infection methods for spreading to
new computers

* Windows rootkit for avoiding
detection

» contact C&C center on the Internet
for instruction and update

e uses peer-to-peer to propagate,
even to hosts without direct Internet

 modifies and hides itself on
Siemens S7 PLC
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Risk analysis

= Understand risks
= Vulnerability
= Threat
= [mpact
= |dentify multi-step attacks

Multi-step attacks

Introduce malious code by Propagate malware by using Inject malious code into a Windows
installing software from Windows network share process by escalaton of privilege
host in internal network
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Existing approaches

= Attack graph
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NISTIR 7788 - Security risk analysis of enterprise
networks using probabilistic attack graph
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= Attack tree
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Cybersecurity for critical infrastructures: attack and defense modeling



Existing approaches

= Vulnerability & threat enumeration
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Tenable Attack Path Analytics




Vulnerability-centric risk analysis

identification

o Host-based common
Host & connectivity .
vulnerability
enumeration

Vulnerability
modelling &
chaining

Attack path
identification

Sponsored by

! e -.‘";._ *.
DHS National Cyber Security Division/US-CERT /7 Y ﬁ.,_

National Vulnenability Database

automating vulnerability management; Pity measdrement, and compliance checking
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Vulnerability Summary for CVE-2006-3448

Overview

Buffer overflow in the Step-by-Step
Interactive Training in Microsoft Windows
2000 SP4, XP SP2 and Professional, and
Server 2003 SP1 allows remote attackers
to execute arbitrary code via a long
Syllabus string in crafted bookmark link

files (cbo, cbl, or .cbm),

\/_

Host-based
Textual description



Vulnerability Modeling and Chaining

Preconditions Effects
oS

Code execution

Local )
Adjacent netwoark é PE— r"""“—""'—"": carruption
Metwaork Cwerflow

Darectory traversal
SOL imjection
X55

HTTP response splitting
Bypass security - .
ME!HEI:E—H?\*:AUthenti:aﬁm Gain infurmatiu.n VUInerablllty Chalnlng
None Elevation of privileges

Cross-5lte Request Forgery (CSRF)
File inclusian

CVE vulnerability mapping

RULE 1: IF (e; Aea...) A (1 A pa... )N threat.agent THEN eq, €2, . ..
RULE 2: IF code.execution v privilege.escalation THEN step.stone
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Application/File

Attack Path of Multi-step Attacks = o5
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CVE-2010-2568, Windows CVE-2012-3032, Siemens WinCC CVE-2012-3032, Siemens WinCC
7, Code excecution . )
7.05P3, Code excecution 7.05P3, Code excecution _
CWE-2010-2729, Windows 7, All code taken as
Code excecution legitimate

Firewall rule:
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