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Summary

* Basic objectives of technological activities
 CIPRNET DSS workflow

* DSS Components
* Sensing & event prediction
* Damage estimate
* Impact estimate
* Decision Support

*Examples of DSS elements & functions
*Conclusions
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Joint programme of activities

Providing new capabilities to end users for better preparedness for Cl-related
emergencies:

@;Ldecision support
* »what, if ...« analysis

* support of secure design of next generation infrastructures

* »ask the expert« service

Building required capacities by educating and training experts and researchers
(reaching a critical mass)

Providing knowledge and technology to end users for improving their
understanding of the role of Cl in crises and emergencies.

* simulators, middleware, models, ...

Provide long-lasting end user support by establishing a
Virtual Centre of Competence and Expertise in CIP (VCCC)




Basic objectives -
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 Which are the goals of the DSS ?
DSS will provide

* the prediction and the analysis of damages to Cl in a given area potentially
associated to predicted natural hazards

* The predicted estimate of impacts that such damages could produce on the
functioning (through their QoS) of single and multiple ClI

 The predicted estimate of impacts that such damages could produce on
environment, population, economy, industrial activities

 Who will be the DSS end-users ?
DSS will provide data and info to the following set of selected end-users:

* Cl operators

* Local P.A. (City, Land Administration) and its technical and emergency dept.
 Civil Protection

-
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 Which decision will be supported ?
* Preparedeness actions
* Planning for optimal restoring and mitigation strategies
* Planning for Emergency operation

* Which data and info will be supplied for supporting those decisions?

e Prediction of natural events with might have sizeable impacts on Cl

* Estimate of resulting damages
e Prediction of QoS reduction of single CI

* Prediction of dependency (and, if any, interdependency) effects leading to

further QoS reduction, not visible from single-domain fault analysis

III

 Expected “overall” impacts on Cl functioning (QoS reduction)

 Expected impacts on population, environment, welfare, industrial activities etc

-
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DSS Functional diagram
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Bl: Sensing the environment

Seismic monitoring network to obtain data about earthquakes
(localization, magnitude) ( )

Nowcasting radar monitoring network (Himet Srl, Roma)

Satellite SAR Images (E-Geos Roma)

Flood Forecasting by EFAS?

Remote
sensing
imaging

Weather
forecast

Weather
Nowcasting

Seismic
monitoring

FieldData

— 2 0
CIPRNet DB

Thttp://floods.jrc.ec.europa.eu/efas-flood-forecasts.html




B2: Events forecast and event |
d etection o wor eSSBS

* Prediction of natural phenomena at the appropriate (LAM) scale (Himet Srl & ENEA)
* Meteorological data are used to forecast precipitation abundance in a specific area
* Use of hydrological models to forecast a flooding threat (Himet Srl)

* Triggering of occurrence of an earthquake

CIPRNet DB

FieldData

PredictionData

I Remote Weather Seismic =
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(B1) sensing imaging nowcasting monitoring
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B3: Predicting damage scenarios
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* Expected damage scenarios involving components of Cls providing Damage Probability
of each Cl component in a specified temporal horizon

* Prediction is done either by using historical data and vulnerability assessment based on

e m p I r I Ca | fu n Ctl 0 n S . | CIPRNet DB PredicitonData, ClData
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each Cl is sent to Cl operators.
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of the earthquake
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A damage scenario
report is created and sent
to each Cl operator.
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B4: Estimating impacts
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Impact on Cls: Detection of Cl elements whose damage probability is

above a given threshold

Cl operators can provide to the DSS the loss of functionality (QoS

indicators) of the Cl due to the failures.

Functional impacts on Cls which
supply a multi-infrastructures
simulator (e.g. 12Sim by UBC) to
assess impact due to
interdependencies.

Impact on Society: by crossing the
resulting impact on the Cls system
with data relative to societal
activities (industrial and welfare
system) and the environment (e.g.
pollution caused by CI faults).

Each Cl operator, after
doing some analysis on the state of

the CI, may provide a Quality of
service (QoS) indicator of the main
services provided by the Cl.

Cl#1 QoS
indicator

CI#N QoS
indicator

An Interdependency’
simulator (e.g. 12Sim) is

executed to calculate impact
on Cls due to interdependency
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B5: Decisions support
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e ACrisis assessment report is sent to Cl operators, Civil Protection, Public Administration, etc.

* The Decision Support System (DSS) block (i.e. the
CIPRNet DSS WebGIS Module) support the risk

assessment analysis and the emergency

CIPRNet DB

Global ™=
impact scenario

management tasks, by allowing the visualization =

ImpactData

and analysis of the geospatial data and thematic
maps stored in the CIPRNet DB.

A Global impact scenario is sent to
each Cl operator, Civil protection

and Public administration

/ Civil Protection:

Cl #1 Glo_bal Impact > Global Impact

: scenario report / j
scenario report

/
y Cl #K Global

Public
administration:

A Impa:::e s::tnarlo “““““““ Global Impact
4 / o] scenario report
Cl #N Gilobal
Impact scenario
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Damage prediction: earthquakes

* Prediction of damages on buildings and other
structure upon an earthquake sensed through a
direct connection with field sensors.

Scenario: Campania Region (ltaly)




Module architecture ——
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Seismic vulnerability
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Shake maps

* Evaluation of Peak Ground Acceleration (PGA) and that of Seismic Intensity |, is done
according to Sabetta and Pugliese (1996):

log,,(Y)=a+bM +clog,,(R* +h*)"* +¢S, +e,S. 0

* The system provides the PGA and the |,,.s and their relation (Decanini et al., 1995):

* The system allows to a fast evaluation of the PGA
distribution after the event, allowing to estimate
the damage scenarios

* More accurate PGA maps could be then acquired
from proper sources (e.g. in Italy from the
National Institute of Geophysics), to perform
further refinement of the damage estimates.
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Expected damage scenario
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Damage d is evaluated as follows (Giovinazzi e Lagomarsino, 2001) where | is

the seismic intensity and |, is a vulnerability index :

d = 0.5+ 0.45{arctan|0.55(7 = 10.2 + 0.05v) |}
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Conclusions

* Prediction of events and the implementation of a suite of
evaluation tools (from damage to impact scenarios) of
dependent-interdependent systems can provide valuable insight
for enhancing Cl resilience.

 CIPRNET will also test a new interaction strategy with Cl
operators, by involving them in the risk prediction workflow

* The ending point of CIPRNET will be to realize in EU a
constellation of EISACs (European Infrastructures Simulation and
Analysis Centre) to perform coordinated, pan-european CIP

activity
hs

Net
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